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NATURE OF PROCEEDINGS

1.

This is an application for confismation of, and appeals against, declarations that
various provisions of the Regulation of Intercepton of Communications and
Provisions of Communication-Related Information Act 70 of 2002 are
unconstitutional and invalid.

There is also a contested appeal concerning the meaning of the National Strategic

Intelligence Act 39 of 1994 (NSIA).

‘The High Courtt’s judgment is tcported as: Amabhungane Centre for Tnvestigative
Journalism NPC and Another v Mindster of Justice and Corvectional Services and Others [2019]
ZAGPPHC 384; [2019] 4 All SA 343 (GP); 2020 (1) SA 90 (GP) ; 2020 (1) SACR

139 (GP)

THE ISSUES THAT WILL BE ARGUED

4.

Privacy Tnternational (PT) will make submissions concerning;
4.1, Safeguards for the storage of metadata by phone oﬁerators (High Court Order
5); and

4.2, 'The legality of bulk surveillance (High Court Order 6).

LSTIMATED DURATION OF ARGUMENT

5.

Pl estimates that it will require 15 minutes for oral argument.




NECESSARY PORTIONS OF THE RECORD

6. PI defers to the partics on which portions of the Record are necessary.

SUMMARY OF APPLICANTS ARGUMENT

Safeguards for Metadata

7. PIwill advance four arguments.
8. First, RICA requites the mandatory, blanket retention of metadata.
9. Second, this is extremely invasive of the right to privacy.

10.  Third, it is inconsistent with South Africa’s international obligations and compatative
practice.

11, Fourth, the High Court’s ogder is mistakenly limited to require safeguards for dara
intercepted by the state. It should be expanded to mclude metadata held by phone

operators and internet service providets.

Bulk Surveillance

12, PI will advance four arguments to support confirmation of the High Coutt’s order.

13, First, bulk surveillance entails the interception of virtually all internet traffic.

—
‘4:..
el

econd, this is a-massive and systemic violation of the tights to privacy and freedom

of expression.

—
&2

Third, bulk surveillance is contraty to international law,

16, Foutth, the INSIA must be interpreted to avoid this violation. It must be interpreted




not to petmit unregulated bulk surveillance. 'This Court should leave open whether

bulk surveillance, even if regulated, can be constitutional.

AUTHORITIES ON WHICH SPECIAL RELIANCE WILL BE PLACED

1.

Report of the Office of the United Nations High Commuissioner for Fluman Rights, The Right 1o
Privagy in the Digital Age, UN. Doc. A/HRC/27/37 (30 June 2014),

The Right to Privacy in the Digital Age: Report of the United Nations High Commissioner for
Human Rights A /HRC/39/29 (2018).

Digital Rights Ireland (Judgment of the Conr) [2014] EUEC] C-293/12,
Tele2 Sverige/ Watson [2016] LULC] C-203/15.

Carpenter v United Siates 585 US (2018); 138 SCr 220(

MICHAEL BISHOP

PATRICK WATNWRIGHT
Counsel for Privacy International
Cape T

Chambers, Cape

12 February 2620
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I INTRODUCTION

1. Welive in a digital age. This has brought with it immense advantages and opportunities. But
it has also enabled govetnments to conduct unprecedented and near total sutveillance of its
citezens. This application raises two ways in which the state spics on us all,

2. Iirst, Regulation of Interception of Communications and Provisions of Communication-
Related Information Act 70 of 2002 (RICA) requires all phone companies and internct service
providers (ISPs) to store the metadata about all out communications for up to five years. Any
prosecutor can access that information about any petson trelevant to the investigation of any
crime. When stored over a petiod of time, and analysed by sophistcated softwate, this
metadata reveals deep, personal details about a petson. It can tell the state whete we ate at
every minute of the day, who we talk to. It can reveal personal associations, secrets and beliefs.

3. This case raises the mandatory, blanket retention of metadata only tangentially. Patt of the
relief sought concerned the conditions under which phone operators keep and use this
metadata. The High Coutt, erroneously, did not grant an order declaring RICA invalid for not
providing adequate safeguards for the storage and use of this metadata. Privacy International
(PT) argues that the High Court’s Fifth Order should be amended to do so.

4. Second, RICA creates detailed 1L\;] wrements to actually intercept the content of a

communication. But the National Communications Centre (NCC) has for years fragranty

violated that requirerment. Tt has been conducting bulk survetllance of foreign sionals. Aoain,

1 ?

the jargon fails to convey the simster narare of the goverament’s conduct,

L

Bulk surveillance means that the government is intercepting and analysing virtually all our

"G

sts are all intercepted by the government. The government is doing this without aty ress
'y 12 y €

i
1
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authotisation, and without any specific regulation.

6. Ttis easy to sound hyperbolic about the threat of this type of surveillance. But the impacts of
bulk surveillance on people and society are real and alavming. It “mandates norms of pervasive,
continial observation and tracking ... [that| shape both behavionr and a sense of identity.”' Without the
space free of the government’s eye, our sensc of what it means to be human shifts. Ir affects

how we interact with others too. This type of constant surveilllatice “weakens the foundations of

civil society” * 1t destroys the private spaces that are necessaty to create and strengthen the social
fabric. If much of our lives ate lived online, and the government sees everything we do online,
it cannot but affect how we think, and how we act.

7. PI suppotts the High Court’s Sixth Order that the current practice of unauthotised,
untegulated bulk survedlance is unlawful. Tt asks that this Coutt declare it is a violation of the
right to privacy.

8. 'These wtitten submissions first address mandatory blanket retention of metadata, and
then bulk surveillance. PI also endorses the wiitten subinissions of the Right2Know

Campaign on the issue of postsurveillance notification, and the independence of the

designated judge.

il MANDATORY BLANKET RETENTION OF METADATA - ’ -

9. RICA mandates all phone operatots and internet service providers to store all the metadata

generated by their users for up to five veats. [t allows any prosecuror to access the meradata
o

A tLlohen ‘Surveillance versus-Povacy: Fffectsand tmplicatiens” 1 D -Geay & S Henderson (eds) T Cawbedee Hondbssk of  ——— -
Sarveiffance Ly (2017} 455 av 460,
2 Ibid at 465.
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of any person to investigate any offence. This happens hundieds of time every day. This is

mandatory blanket retention of metadata. Accumulated over time, metadata teveals a huge
amount about a person. Their location, their friends, their habits, their associations, theit
belicfs. International bodies and courts have recognised the intense impact it has on our
privacy and have declated 1t impermissible. PI believes ii is unconstirational.

10. This application does not ditectly concern the constitutionality of mandatory blanket retention
of metadata. It concerns only whether RICA provides adequate safeguards for the retention
of that metadata. But in order to make that assessment, PT submits the Coutt must understand
just how costosive of privacy this practice is. Safegnards for use and retention arc the very
minimum that can be required. Accordingly, this Part:

10.1. Pxplains how metadata Is treated tnder RICA,;

10.2. Demonstrates that it is an unjustifiable limitation of privacy; and

10.3. Contends for an amendment to the High Court’s order.

METADATA UNDER RICA

11. PT has fully set out how RICA demands the retention of metadata in its affidavit. All phone

companies must maintain a record of communication-related information of every single

communication by their users.* “commpmication related information” inchades all informaton about
Y

2 communication except its actual content.® Tt includes the who, when, how and where of the

communication. That information must be stored in accordance with a directive issued by the

3 R2I and PLEA at paras 102 117,

PRICA s 30(8)(b), read with the Directives in Respect of Différent Catogorres of Telecommnuivations Service Providers Made in Terms of the
Regirhafinn of Tntersplion of Comunniiowtions and Provion of Comupuioation-Related Liformeation ety 2002 (et Ne. 70 Qf 2002), pubhshed

as GN 325 of 2005— - — = @ ——n — - -— — -— — —- —
» RICA s |, read with the delininon of “indirect communization”. The same obligadon will apply to ISPs when the Muuster of
Communications publishes a diective.




4
Minister, for up to five yeats.“The information can be accessed through a direction in terms
of s 19 of RTCA, Section 19 has several safepuards.”

12.  However, this metadata can also be accessed outside of RICA, under s 205 of the Criminal
Procedure Act 51 of 1977 (CPA).® Section 205 provides for a person to be subpoenacd to
provide documents ot answet questions before a magistrate with regard to any offence.® Tt is
a routine tool of all criminal mvestigations. It is intended to be used to obtain archived
communications related information.

13, Yet s 205 contains none of the safeguards in s 19 of RICA. A request under s 205 can be
made to investigate any offence. Itis not necessary to know the identity of the alleged offender.
There is no requirement of “reasonable grounds”, or that the information is “recessary” in order
to investigate an offence. The applications can be made by a far wider swathe of prosccutots.
Section 205 does not requite the same detailed information to be placed befoge the judge of
magistrate.

14, Inpractice, s 205 wartants are extremely casy to obtain. Indeed, the vast majotity of metadata

FRICA, section 30(2)(a)(Iid).

7 Eirst, st can only be obtatned if thete are “wasonable gronnds” to believe that certain types of sciious offences, ot threats to national

secunty exist, and the communication related information is “wecevary for purposes of investigating such affénce or gathertng sueh infarmation”.
Second, the application can be made only by specified senior offictals within the definition of “applicant” i RICA. Third, the
3 3 } Y 2]

application must mclude the detailed informaton set out in s 17(2). Fouith, the application 1s ot made to the designated judge,

but to “a jndege of a Tish Conrt, a segronal conrt weagistrate or a magiirate’. BICA s 19(1). However, if a judicial officer 1ssues the

direction, she must provide a copy to a designated judge,” who must ensute it is kept for at least five years, RICA ss 1%(7) and

{8).

RICA s 15.

? Section 205 1eads:
“A judge of a High Conrt, a yegivral court magisirate or a miagisizate mey, wbject to the prosivions of subsestion (4) and section 15 of the
Reoulutipn of Intersepiion of Commmications and Provision of Communicgtion-related Lyfprmation At 2002, npon the veguest of a

Diiector af Public Prosecntions or a publi prosecutor autherized therelo in writing by the Divector of Publie Proseentions, regire the

atlendeaiee before hine or ber ar any other judse, regional conrt magistrate or magistrate, for examination by the Dirsctor of Prblic Prosentions
or the publie proseciror anthorized thoreto in wraing by the Durecror of Public Prosecntions, of any persen who is kkely fo give matorial

ar relevant information as lo any alleged offence, whether or not it is Anown by wham the offence pay conomitied- Propided that f snch

perion furnisher thal inforsmnitini 1o the satisfaction of ihe Director of Prblic Proseoutions or pubfic proseciior sancernsd prior to the date oy
- ——  wheeh be or shederegaured to appear before - pudss,-rogional cour-mepisivate or-iamstsate, be or-sheshall be nnder ne further obligatica 7o
appear bejore a fudge, resional conrt mwagistrate o wggntrate” (emphasis added)
The refetence (o RTCA was added m 2002, with effect hom 2005, Act 70 of 2002 5 59,




requests are not made in terms of s 19, but in terms of s 205.1 The applications fot subpoenas
ate generally determined on paper, in chambets by any magistrate or judge.'!

15, Undet both s 19 of RICA and s 205 of the CPA, the state can obtain information not only
about an alleged offender, but about any person whose metadata might be relevant to the
offence. This would include his friends, family and colleagues if their communications or
movements are necessaty (fa the case of s 19 of RICA) or relevant (in the case of s 205) to an

investigation,

LIMITATION OF PRIVACY AND EXPRESSION

16.  The information that phone operators and ISPs are mandated to store is ineredibly personal
It is information about when, wherte, how and with whom we communicate, It is information
about what intcenet sites we visit, who we talk to. Tf a person has a cellphone — patticularly a
smart phone — metadata will literally track their movements minute by minute. This
information is private, and its collection is invasive of the right to privacy.

17. TIn this section, we first show with reference to international and comparative law, that
mandatoty blanket retention of metadata under RICA violates the rights to ptivacy, and free

expression. We then explain why the practice unjustifiably limit the right in South Africa,

International Law

W R2K and PI FA at pata 116.
HR2K and PIFA at para 117, The way in which s 205 is used s apparent from the matter of § p ALifler and Others 2016 (13 SACR
251 (WCC). The pohee seized the accused’s cell phones. Tt then subpeenaed the cell phone operators m tetms of s 205 for the
records of the accused, and various other witnesses. The companies provided the information. It was then “fed fute a fapiop compriter
equipped witls o soffware prograg eadied Aluaalyt Notebook® " which was “wsed fo collate data and 1o provide o vivnal fnk where sismilarities uzs
— found’. Uhat analysts “wedf show whezpartionlar celibhenenumbers have beerair sonfactsuith each offbe. The pobce canthen determme “pbe -
called whowe, jor how lone they spoke, mhat hasndsels were nsed during the conersations and where each bandse? was groeraphically located duving the
salt” Thid at pasa 17,
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18. 'The United Nations Office of the High Commissioncr for Human Rights (OHCHR), the
UN Human Rights Council (HRC), and the Spedial Rapporteur of the Right to Freedom
of Opinion and TExpression (Special Rapporteur) have determined that mandatory,
blanket retention of metadata is inconsistent with international law.
19.  In two reports titled 'Ihe Right 7o Privacy in the Digital Age — issued in 2014 and 2018% — the
OHCHR has concluded that mandatory blanket retention of metadaia  fiusz in case’ it is needed

Jor government purposes ... abpears neither necessary nor proporionate”’™* The retention of metadata

“imaty give an insight into an individual's bebaviour, social relationships, private preferences and identity that go
beyond even that conveyed by accessing the content of a private commmunication”"> "I'he 2018 Report
concluded that these laws “Jimit people’s ability to comminicate aronymonsly, create the risk of abuses and
ey Jactlitate disclositre o third peyties, incinding criminals, political opponents, or bursiness competitors thiongh
havking or other data breaches””'®

20, In its 2016 petiodic report on South Afddca,’” the HRC stated that it was ““comerned abont the
wide scape of the data retertion regine nnder [RICA]”'® Tt recommended that South Africa should
“consider revoking or limiting the requirement for mandatory retention of data by third parties” " That

concern was repeated in several other conclusions assessing states” compliance with the

ICCPR* Tn the United States, for example, it called on the US to “/Hefuin fiom imposing

2 Repost of the O)’]ne of #he United Nation, High Commissioner Jor Human Rishts, The Right 7o Pm)m)r in the ngzfm’ Age, UN. Doc.
ASIIRC/27/37 (30 Jane 2014), -

13 The Right to Privacy in the Digital Age: Report of the United Nations High Coi;m;is:s.faﬂer_ for Fluman Rights A\/HRC/39/29 (2018),

Y Right to Privacy in the Digital Age 2014 (n 12) at para 19
5 Thid.

16 Right to Privacy it the Digital4ee 2018 (n 13) at para 18.
1 Copeluding Observarions on the Iniiial Repari of Seuth Ajfiica Framan Rights Commttee, UN. Dogc, CCPR/C/7ZAF/CO/§, paras.
4243 (27 Apnl 2016}

¥ Ibid art para 42.

1 Ibed at para 43. —— _— -— - - — - -—— — -

! Conclnding Obscrvations on the Sixth Perodic PPpoLt of lIraly, UN Human Rights Committtiee U.N. Doc
CCPR/C/TTASCO/6, para, 37 (28 Macch 2017), See ulso Concludig Olservations on the Seventl Pevodie Repost of the United



smaiidatory retention of data by third parties” *!
21, 'The Special Rapporteur has also recognised how mandatory data retention thtcatens free
expression by limiting the ability to remain anonymous.® The practice “has inevitably resulted in

the Siate having everyone s digital footprint”™

European Law

22. In Digital Rights Ireland 1.4d v Ireland™ and Tele2 Sverige/ Watson® the Coutt of Justice for the
European Union (CJEU) held that mandatoty retention of metadata is incompatible with atts
7% and 8% of the Charter of Fundamental Rights of the Futopean Union. Metadata —when
stored in bulk over time — can “allow very precise conclisions fo be drawin concerning the private lives of the
persons whose data bas been retained, sich as the habits of everyday [fe, permaient or lemporary places of
residence, daily or other mmoveiments, the activitics carried out, the social relationships of those persons and ihe
social envirosnents frequented by then.””® Collecting this data will make people feel “hat their private

fives ave the subject of constant suvveillance””™ When collected in bulk, metadata “&s no less sensitive,

Kingdom of Great Britwn and Notthern Ireland, Human Rights Committee, UN, Doc. CCPR/C/GBR/CO/7, para. 24 (17

August 2013).

2 Human Rights Commuttee Concludmg obsecvations on the fourth pertodic tepoit of the Untted States of America

CCPR/C/USA/CO/4 (20t4) at paca 22(d).

™ Repoit of the Special Rapportett on the Promotion and Protecdon of the Right to Freedom of Opmion and Expression (22

May 2015) UN. Doc. A/JHRC/29/32 at para 55.

2 Ibid. 7 ) i

2t Digétal Rights Ireland (fndgment of the Comrt) [2014] BUECT C-293/12.

B Tele2 Sverjge/ Watson [2016) EUEC] C-203/15.

% Axt 7 veads: “Liverpone bas the right to respect for bis or ber private and family fije, bome aud compnications”’

2T Art 8 1eads: i
“Profection of personal dafa

1. Eueryowe has the right fo #he profection of personad dater concerning bim or ber.

2. Swch data putst be processed Joirly for specified prrposer and on the bavis of fhe sowsent of the perios converned or some afher logitimate
beniv laael dowwn by low. Ereryone bas the right of aveess Jo dala which bas been collected concerning Din: or ber, and the rght o bave it
reclified.

7777777 - 3. Compliance with these-swedes shall be-subject to control By-an mndependet-znthoniny - —_ —- — -

8 Digitul Rephts Iredond (nn 24) at para 27 See also Tek2 Srerjge/ Wanon (n 25) at para 99.

¥ Digitead Righis Dredand (10 24) at paa 37,




having regard to the right to privacy, than the actual content of commmuiizations” This clearly limited
ptivacy rights, but also limited the tight to free expression becausc it would affect what means
of communication people used, and how they used them,*!

23, The Coutt recognised the important purpose of tatgeting setious crime, and accepted that
mandatoty blanket retention of metadata served that goal.™ But it the limitation was not
justified for two pritnary reasons. Tisst, there wete inadequate safeguards.® But second, the
tetention of data occurted “without any differentiation, lmitation or exveption being made i the fioht of
the objective of fighting against serious orime.”* 1t demanded the retention of metadata even of “persons
Jor whosm there is no evidence capable of siggesting that their condct might have a linf, even an indirect o remote
orte, with seviosts crime.””™ It thexefore constitated “an inferference with the firndamental rights of practically
7he entire Fupopean popidation”® Oxnly tarpeted tetention, for fighting setious crime, with limited
retention of limited data is permissible in Huropean law.?” None of those limits are present in
RICA.

24, The Huropean Court of Human Rights (ECtHR) too has recognised that bulk retention
of metadata is “agpable of painting an intimate picture of a person through the mapping of social networks,

location tracking, Linternet browsing tracking, mapping of communication patterns, and insight into who a person

0 Tefe2 /W atron (n 25) at para 99

* Dygital Rights Irefand (n 24) at para 28.
2 Ibtd at paras 41-44,

3 1hid at 15211‘;1 66.

* Thid at para 57. -

i Ihid at para 58.

% Ihid. The issue has arisen again befote the CJEU this year. Privacy International v Secretary of Staie for Toreion and Commonwealth
Affedrs and Others (Case C-623/17); and the joined cases La Quadrature du Net, French Data Network, and others » Prowier siuistre,
Garde des Seeaux, Ministre de la Justice, Ministre de Tutévienr, Manesire des Aroces (C-511/18 and C-512/18). R2K and PI FA at pasa
27. While judgment is outstanding, the Advocate Geneal has endorsed the reasoning Dygiral Rights Irsland and Teke? Sweripe

mandatoly 1etention of metadara is inconsistent with European rights. The Advocate-General’s opinions mn the lour cases are

availabic an http: : "d()clecxats.ja£?11tm1:(:-623 [17; hetp/ /owcuropa.cw/uus/documents.ss Poum =C-

- ———Ril/18%  hopofiensacuropaen/|ursfdeenmantsisfiaum={-5121% httprlfemn enropasa/ uns /documentagsZoum=C —

520/18,
¥ Tele2 [ Walson (11 25) at pata 108 (emphass added).
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interacted witl”.* The failute to apply the same safeguards to metadata that were applied to the
content of comimunications was one of the reasons the TCHR held the UK’s bulk

surveillance regime was inconsistent with the Charter.

The United States

25, In Canpenter v United States™ the US Supreme Court discussed the effect of a provision like s
205 which allowed the state to access stoted metadata with relative case.”” Roberts CJ
described the effect of the location data collected from phone companies as “near perfect
strvetllance, as if 1t had attached an ankle monitor fo the phone’s user”* It grants the government “an
tntizate Window into a person’s life, revealing not only bis penticitlar movensents, bit Hhrough them bis Yamilal,
political, professional, religions, and sexial associations.””* Because phone companies stored the data
for five years, it allowed the government to “#avel back in time to refrace a person’s whereabouts.””*!

26.  Roberts CJ summarised the impact as follows: “Uhoever the suspect furns out to be, be has effectively
been teailed every moment of every day for five years, and the police may — in the Government’s view — call upoi

the resuits of that surveillance ... . Only the few without cell phones coutd escape his Hreless and absolute

¥ Big Brother Watch and Otbers v The Unsted Kengdon [2018] ECHR 722 at para 356.

3 Thid at para 357,

MRR5US ___ (2018); 138 8Ct 2206. See also Riky » Cadifarnia 573 US __(2014); 134 SCt 2473 (Riky, decided n 2014, concerned
whether police nceded a search warrant to examine the data on a person’s cell phone which was 1n their possession when they
were aitested. The Court held that a wariant was requited. Chief Justice Roberts set out why the data cell plrones store, mcluding
the metadata, demands privacy protection. He explamed that “cell phone” 1s 2 “misleading shorthaned” as modern cell phanes
Suire iy foael winisompiters Hat alss feippen To have the capecity 1o be wsed v o telepbone. They comld just v easily be calied comeras, video players,
rolodexes, calendars, tape recorders, Libraries, diaries, albums, tefowsions, waps, or nenspapers” Thid at 17. In particular, Roberts C] noted that
the location dara collected by madern phoncs was pavticularly invusive of privacy: “Dala on a celf phose can alss reveal where a person
Das been. 1estoree location injormation is a standard feature on peany smart phowes and can reconstraet someong’s specific mownents down fo the munite,
ol ouly arosd fowy bif also within a paticnlar budldine, ... GPS monitoring generates a procise, comprehensive 1ecord of o person’s palili movesents
that reflecrs o wealsly of detar! aboit ber fumital, pafitical, professionad, velipions, and sexcual asoceazions.”” Thid af 19 20,

H In the US, the 1etention of this information was not mandatory, but was stored as part of the agreement between the user and

the provider for the provider’s owa business purposcs.

- ¥ Carpenter {-40) at |3{emphasis added}. — — — e - — S _ -

+ Thad at 12-13 {citations omutted),
HThed at 13,
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surveillance””® "T'he Supreme Court held that permitting access to this data without a warrant

violated the Fourth Amendment to the US Constitution.

Unjustifiable

27.  Mandating the retention, and permitting the casy access to, metadata is serious and systemic
violation of the right privacy. It is tot— as the state secks to portray it — technical or impersonal
information. It is information that concerns an “individual’s intimate personal sphere of life> 4
Mandatoty blanket retention of metadata is a setious limitation of the tight to ptivacy.

28, The Government seeks to justify this power because one day it might need the mformation
in serious criminal investigations, and to combat threats to national secutity. This temptation
is undetstandable, When crimes are committed we want to be able to use all means available
to identify and prosecute the wrongdoers. But there are three reasons why this can never
justify the scheme created by RICA.

29.  Fitst, individualized reasonable suspicion is an established and fundamental safeguard to
protecting the right to privacy. There must be some reason to suspect a particular petson of
wrongdoing in order to justify limiting their privacy. This was expressly held by this Coutt in

Hyundai?" Under RICA, evetvbody’s metadata is retained, regardless of whether they are

suspected of having committed a crime ot not.

30. . Second, the same purpose could be achieved through a less resttictive, more tatgeted regime

= Ihid at 13-14 Capenter could be interpreted as supporting RICA. It allows access to metadata if the government obiains a
warrant ~ cxactly what s 19 of RICA requires. But there are two major difficulties. One: There was no statutoly obligation for
ccli phone catriers to store metadata. As we expand on below when we consider the international and European law — that is the
fundamentral violanon in RICA, Two: RICA does — through s 205 of the CPA — permir access te mandatouily siored mesadas
without a warrant, but through exactly the type of subpoena process that Caspenter rejected.

¥ Beristeiii und others v Bester and others NINQ 1996 (2) 8.\ 751 (CC) at para 75,

W Lnvestigarine DivectoraterSerigisEconaneSffences aid Otbersy Liyudm Motor Distribstors- (Ptyp-Ead and Others 10 re=—Hypndai- Motor
Distribators (Pry) Liad and Otbers » 3wt NO and Others {20004 ZACC 12; 2001 (1) SA 545 (CC); 2000 (10) BCLR 1679 (CC) at para
52, See also Ted2/ i aton (n 25) at pata 103,
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for the retention of metadata. Fimiting whose metadata is retained, how long it is retained,
when it can be accessed, as well as the safeguards for its storage would all be less restrictive
means.
Thitd, under s 205 of the CPA, the state can access the metadata to investigate any crime, not
only sertous ctimes and threats to national security. And it does so with an ordinary subpoena
process on a very low standard of proof. That notmalises the use of nvasive metadata for

cvetyday crime-fighting,

THE ORDER IS TOO NARROW

32.

33.

Before the High Court, the Applicants challenged two related clements that the High Court
dealt with together:** (a) the abscnce of safeguards for the storage of interception data by the

state; and (b) he length of tme awd the absence of safeguards for the storage of

communications-related information by private, telephone companies.

The first challenge was ditected at ss 35 and 37 of RICA which deal with the storage of
interception data at “duterception centres”. The second challenge was to s 30(2)(a) (i) of RICA
which provides for the Minister of Communicatons to issuc a directive on the tetention of

communication-related information.® The telief sought with tegard to s 30(2)(a) () was

# The Applicants’ founding_ papers made 1t_c§ear that they were conceined with both the pertod fot which the commumication-
related infoimation would be stored, and the conditions under which it would be stored. FA at para §9.2: Record Vol 1, p 48

W RICA s 30(2)(a){iii) reads: -—-

“The Cubanet wember respomible for communivations, i consnllation with the Minister and the other sefevans Ministers and affer
conastfiation with ihe <Luthorify and the felecommunicalion serviee provider or category of falecommititication service providers concerned, mitst,
on the date of the invning of a felecommsuicalion service lieence nuder the Ellectronse Compmuications Alel, fo such a leleconmmunication serpice
rovider or catogory of Telecorumiainication service providers-
() isswe a directive i yespe! of hat felecommunivation service provider or catguory of iekcommnnicaiion ervice providers,
determining te- ...
{#} Tipe of comtminnicalion-related information which wmist be stored in Jersus of siibsection (1) (B) and the periad jor

—_— - m——  whivhwehaaformation peaetbe stored—whh poriodbmeys- subjoct-to subsection {5); wof le lss-than three yedari— ---

and nol wove than flve years from the date of the franswission of the indivect commumication fo which ihat

compuinicalioni-rekaled tnjos mation rekite’.
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simply that it is “ieonsistent with the Constitution and accordingly invalia ™

34. ‘the Respondents understood that the challenge to s 30(2)(a)(ii1) was directed at the absence
of sateguards for the storage of communications-telated information by telecommunications
service providess.”! The High Coutt, too, appreciated that the attack on the absence of
safeguards applied to both the holding of interception data by the state, and the use of
communication-related information by phone operators.®® Correctly so. The safeguards®™ ate
all equally applicable to protecting the vital privacy interests in metadata as they ate to the
content of communication.

35. 'The problem is this: 'The High Coutt’s order is limited to the storage of interception data by
the state. Tt does not extend to the storage of communication-related information by
telecommunications setvice providers.” But both wete attacked by the Applicants. And there
is no diffesence — from the petspeciive of the rights to privacy and expression — between the
retention of intercepted communications data by the state, and the retention of
communications-trelated nformation by private companies.

36.  The Applicants have not appealed against this part of the High Court’s order. However, Pt
submits that given the manner in which it was pleaded, it is within this Court’s power to grant

a st and equitable” order that reflects the full extent of the constitutional violation.”

37.  Accordingly, PI submits that Ordet 4 should be amended as follows:

5 Notice of Motion prayer 1.3: Record Vol 1, p 2.

5 joint AN at patas 59 70: Record Vol 8, pp 775 9. Sce also RA at paras 49 52: Record Vol 10, p 1003.

52 HC Judgment at pata 8% Record Vol 15, pp 1498-9. The divectrves the High Court is relerring to are the directives published

in terms of section 30(2)(2) concerning rhe tetention of communications retared mformanon by phone operators  Duseeriver (n )

5% All the safeguards ate set out m HC Judgment at para 98: Record Vol 15, p 1502,

» The order reads: “RICL 1, aspecially sectivins 35 aad 37, are inconsistent with the Comstitition and accorduigly tavald 1o the exient that the
—tatilerhealttails 40 preseribe proper proceduves To be-follawed-wben state-plfisialy are enawi-copYIng-shariugsoring thionshs wiingdeitraving —-_
and o sloring 1he data obtained from intpreepirons” HC Order No 41 Record Yol 15, pp 1527-8,

3 Constitution s 172(1)(h).




38.

111

39.

40.

41.

—
(S8

“(1)  RICA, espeaally sections 30, 35 and 37, is inconsistent with the Constitution and
accordingly invalid to the extent that the statite, ilsell, Jails to preseribe proper procedires 1o
be followed when state officials ave examining, copying, sharing, sorfing throngh, using,

destroying andy or storing the data obtained from interceptions, and when a telecoryminication

Service provider 45 excmining, copying, shaiing, sorfing throjeh, ising, destroying and/ or

storing arehived commmnicaiions-related datay

(2)  The declaration of invalidity is suspended for tivo years to allow Parliament to cure the defects.”

In addition, PT submits that this Court should leave open whether — even with the proper
procedutes in place — the mandatory, blanket retention of metadata can survive copstitutional
scrutiny. ‘The issue is not currently before it, and it should not preclude a future challenge

when international law suggests the practice is inherently impermissible.

BULK SURVEILLANCE

The Respondents admit that the intelligence services are engaging in unregulated bulk
surveillance of foreipn signals. "This means that the state — without any express perussion
from Parhament and without any mits or safeguards — is captating all internet traffic that
enters or leaves South Africa.

‘T'hat is almost all internet traffic of South Afiicans. The vast majority of internet traftic

crosses the Republic’s borders. It includes the most personal information — our emails, our
diaries, our documents, our video calls, our location, our browsing history. 'The Government
has it all. Tor every body with an tﬂtemct connection. All the time. These words are being

intercepted as T write them because this document is being simultaneously backed up on a

server outside the Republic. It is a privacy violation of an almost unimaginable scale.

The Government's only justficaton is: o We will oindy 11se this information te j;g/’)?‘ eripme. Tyustos. That




1s 110 justification at all
42, "The High Coutt cotrectly upheld the Applicants’ argument that the practice of bulk

sutveillance is unlawful because it is unauthorised, and unregulated. The Minister of State

Sccurity’s appeal against that order is, for the reasons given by the Applicants, fatally
defective.”® This Coutt should not consider it.

43.  However, if it docs, this Court should uphold the High Coust’s otdet. PI advances four
submissions:
43.1. Bulk surveillance is a serious violation of privacy,
43.2. Tt is contrary to international law,
43.3. Bulk surveillance cannot be justified; and

43.4. The NSIA must be interpreted not to permit bulk surveillance,

VIOLATION OF PRIVACY

44, The Government has provided scant detail about how its mass surveillance system operates.”
"T'hat makes it impossible to determine the precise extent to which the right to ptivacy is being
violated by the Government. In fact, the absence of clear information compounds the
violation,

45, Because of the nature of internet communications, which rely on servers and setvice providers
actoss the wotld, the ability to monitor “forcign” signals is, in fact, also the ability to monitor

the internet communications originating or ending in South Aftica, When a South African

sends an email from South Africa to another South African in South Africa, that signal will

6 Apphicants’ Wytten Subniussions at paras 121-3.
37 See generaily, R2K and PITA at patas 143-147.
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often wavel to a forcign server, through one of the undersea fibre optic cables that the state
admits that it taps. The same is ttue when a South African visits a website, books a flight,
makes a Skype call, downloads a document, or accesses their online diaty. Tt follows, ﬂc\cordjng
to the state, that all those communications are “forcign” and are intercepted by the NCC.
46.  The Government does not shy away from this reality. It asserts that foreign signals intelligence
“neluces anry cormmunication that exmanates from outside the borders of [South Africa] and passes through or

ends in the Republic”.*® Indeed, the Ditector-General of Intclligence candidly admits that the

NCC cannot even determine “whether a commmmicaiion emanates from outside the borders or simply
passes throigh or ends in the Republic of Sonth Afriea”® On the Government’s own vetsion, they

intercept, stote, and analyse sinally ol emails and internet traffic, without a warrant, without

any suspicion about the people whose communications they are tntercepting, and without
statutory safeguards.

47, 'L'his is a palpable violation of the right to privacy. In the pre-digital age, it is the cquivalent of

allowing the state, without rcgulation, to make copies of every person’s private

commutications, diarics, and libraties. When combined with the metadata attached to the

content of communications, it allows the government to track a person’s movements,
48.  'lhisis the most personal possible mformation. Tt could include piivate medical information,”

intimate comimunications, or sexual otientation.® It covers the most mundane matterss,

intrudes deep into “zhe inner sanctim of a person, suech as his/ ber family life, sexcial preference and home

envivonment’ P and sweeps up everything in between.

38 State Security AA at para 132: Record Vol 8, p 802.
 State Sceutity A at para 136: Record Vol §, pp 803-+
—— O N e Others » S spithoad Otbere 12007] ZACC 6; 2005184 250 (CO)2007-{7) BCLR 751456} - —
o1 T ¢ Rams: and Others v Dey [2011] ZACC 45 2011 (3) SA 274 (CC) ; 2011 (6} BCLR 577 (CC).
© Bernsfedn (n 46} at paa 67,
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This surveillance 1s unauthorised and unregulated. No permisston is sought. No legal limits
are placed on how the data 1s captured, copied, stored, analysed, or distitbuted. Tt is impossible
to hold the intelligence sctvices to account for cven the most basic requitements for
possessing and using the most intimate information on all South Africans connected to the
mnternet. We simply do not know what data ate being captured, stoted and analysed. And there
13 no mechanism to prevent abuse.

'This type of unregulated, untargeted surveillance of all information, merely because it happens
to cross South Africa’s borders is an extreme limitation of the tght to ptivacy. This conclusion

1s supported by comparative and international law.

INTERNATIONAL LAW

51.

One of the Government’s primary defence seems to be that these practices arc common in
other jutisdictions.® While mass surveillance systems exist i other countries, that does not
mean they are lawful.

The UN Special Rapporteur on Counter-Terrorism® has concluded that measures that

allow government interception of internet traffic “murst be authorized by domestic faw that is accessible
and precise aind that conforms wirh the requirements of the Covenant. They imust alio pursie a legitimate aim

and npeet the tests of necessity and proportionalify.”® While the Special Rappotteur tecognised the

impottance of preventing terrorism, he warned that unregulated, indiscriminate bulk

survelllance regimes ave “indiseriminately corvosive of online privasy and inpinges on the very essence of the

®3 See, for example, Jomnt A at para 130 Record Vol 8, p 802,

v Report.of the S pesir Rapibartors—on—tbe fromatioh cod protection of hunas-—sishtecod- fundargental Jreedoss- mhite-sonntering fororisn—23———--

September 2014) UN Doc A/69/397 at 58-9.

& Thadt.
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right gitarantzed by [the right to privagy].% They constitute “the systematic interference with the Infernet
Privicy 11ohis of a potentially unlinzited nunsber of innocent people located in any pait of the world” 5!

53. The OHCHR has similatly reasoned that bulk sutveillance may “fe arbitrary, even if they serve a
legitimate aipr and have been adopted on the basis of an accessible legal regimd”. Tt has likeped bulk
sugveillance to looking fot a needle in a haystack — billions of communications are intercepted
in order to find the few that are linked to serious crime. But that is insufficient justification:
“the proper measire is the typact of the measires on the haystack, relative lo the hari threatened; ianseby,
whether the measire is necessary and proportionate”®® In the 2018 Report, the OHCHR wrote that
despite claims 1t is necessaty to protect national secutity, “Uudiserininate mass sirvetllance . . . is “not
permissible inder international himan rghts law, as an individalized necessity and proporfionality analysis
world 1ot be possible in the context of snch measires”

54.  The OHCHR’s concern for the “baystack” 1s vital. Obviously bulk sutvetlance will turn up
information that is useful for fighting crime. So too would allowing random, warrantless
seatches of people’s homes. The Constitution prohibits those actions because fighting crime
cannot justify any and all imitations of the right to privacy. Bulk surveillance permits constant
violation of the haystack’s privacy in the hope of finding the needle.

55.  As a general principle, the ECtHR does not accept that an invasive power is permissible

metely because it is valuable in combating setious crime or terrotism. ™ Thus, in Liberty and

6 Thid.

7 Thid.

08 Ripht is Privacy i the Digital Age 2074 (0 12) at 25,

6 Risht 1o Privacy in the Digitel 4ge 2018 (n 13) at para 17.

M See 8 aud Marper v United Fipgdom (2009) 48 EIIRR 56 {the UK government submirred that the retention of DNA samples from

people who had not been charged or convicted of a creminal offence was of “irestivabie value” and produced “ewormons” bencfits

m the fight against czune and tetrorism. The Grand Chamber nonetheless held that the tetention was a “dispraportionaie inferferescs”
—weath-those indimduals’ private lives—Ibid-aspara 92% MK sFrance [2013] ECHE 341 (the-Court tejested the ustifiestion given fer—

the French national finge:print dztabase by the fust instance courr, that “refazring the fingerprints was in the inferesis of the turestigaiing

anihorilies, as if proveded fhem pith a dalabase vompoiving as full a sef of seferenees ar poraeble”” Ibid at pava 13, Rather, it warned that the
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Others » United Kingdom,™ the RCtHR held that the British bulk surveillance system was
inconsistent with the Charter. It held that the surveillance must be “Ur acordance with the fay”
which requites both that the surveillance has a “basis i domsestic lan”’, and that it meets a certain
quality of laxw *“requiring that it should be conmpatible with the rule of law and accessible o the person coneerired,
who must, moreover, be able to foresee its consequrences for bind”.”* 1t held that the same requirement of
foteseeability used for individual suiveillance applies. > Applying this standard, the untegulated
and unauthorised bulk surveillance conducted by the NCC would undoubtedly be
unconstitutional.

56. There are two recent, not final judgments, where the FECHR has accepted that, with

appropiate safeguards, bulk surveillance programs can fall within the “mwargin of appreciation”

the Court affords to member countries to protect their national secutity™ — but only if it is
propetly authorised and complics with minimum safepnards.

57. Pl and the T.egal Resources Centte ate parties i one of those cases. T'ogether with the other
applicants, they have appealed to the Grand Chamber of the ECtHR. Judgment is
outstanding, "Their position 1s that bulk surverllance will ahzays be an unjustifiable limitation of
the rght to privacy. Intercepting everybody’s communications can never be justified, no
matter how good the sateguards. 1t is necessarly mconsistent with the requirements of being
authorised by law that 1s clear and precise, and with the requitements of necessity and

proportionality.

logic of the Vrench government’s arguments “weadd iy praciice be foniapponni fo jusiifyng the siorage of mformation on the whole poprlation
of Trance, which wonld most definitely be envessive and irvefenanf”. Iid at para 37).

1 E2008) LCHR 568,

72 [Ind at para 59. . e

73 Thid at paga 63.

7E See, most recently, Biy Brother Walch (n 38) at para 3140 and Cendrmm for Ratlvisa p Sweden [2018) ECHR 520,
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58, But no matter the outcome of those cases, the cugrent system which has no clear and precise
basis in law, and no safeguards at all would, falt atoul of the standards consistently adopted by

the ECHR.™ This Coutt should have no hesitancy in finding that system to be

unconstitutional.

THE NSIA DOES NOT PERMIT BULK SURVEILLANCE

59.  There is no express authotisation for the NCC’s practice of bulk sugveillance. RICA directly

prohibits it. The Respondents are forced to seck solace in s 2(1)(a) of the National Strategic

Intelligence Act 39 of 1994 (NSIA). The provision empowets the Agency “/o gather, correlate,
evaluate and analyse domsestic and foresgn intelligence”. "The High Coutt conducted a detailed textual
analysis and concluded that s 2(1)(a) did not permit bulk surveillance.”s Tt pegmits the
traditional methods of intelligence gathering, not a massive surveillance programme of the
entive populace. P supports that textual analysis.

60. But interpretation s not only about the text. The NSIA must, in terms of s 39(2), be
interpreted to promote the spirit, purpott and objects of the Bill of Rights. Courts “wurst prefer

iiterpretations of kaislation that fall within constititional bounds over these that do not, provided ihat sich an

interpretation can be reasonably ascribed fo the section””’" Related to this yequitement is the principle

that laws that limit constitutional rights must be clear and precise about the extent to which

owledge of whete their rights begin and end”™ ate constitutionally suspect:

5 See, {ot example, Weber and Saravia v Gersany (2008) 46 FHRR 8125,
i Lﬁgh Court ]udgmcnt at paras 148-162: Record Vol 15, pp 1518-23.

77 Lpa
i

8 Dzuvaad and '-lﬂtjfbei b Miwister of Hosme Affains and Others [2000] ZACC 8: 2000 (3) SA 9306 (C.L ;2000 (8) BLLR 837 (CO)
P Mayo and Another v Minisier af Polee and Othery 120019} ZACC 40; 2020 (1) BCLR 91 1C0).
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63.
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Interpreting the NSIA to authorise the current practice of unregulated bulk surveillance would
be inconsistent with these basic principles. Tt would authorise a massive, systemic violation of
the rights to privacy and free expression. It would be manifestly unconstitutional. That is the
opposite of what s 39(2) demands.

But the problem with the cuttent practice of unregulated bulk surveillance is not only that it
does not have a statutory foundation. The more fundamental problem is that it an unjustifiable
limitation of the right to privacy. PI submits this Court should hold that unregulated bulk

sutveillance 1s both unlawful and unconstitutional.

Lastly, this Court should leave open the question of whether regulated bulk surveillance can
be constitutionally justifiable. Regulated bulk surveillance is practiced internationally, but it is
also contrary to international human rights law. Courts ate still determining if — and if so under
what conditions — bulk sutveillance can ever be permissible in democtatic socictics.

If Parliament chooses to enact a law that expressly authotises the practice, this Coust can then

determine whether it is constitutional and, if so, what safeguards are required.

MICHAEL BISHOP

PATRICK WAINWRIGHT
Counsel for Privacy International
Chambers, Cape Town

12 February 2020
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